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4.	 Adding a firewall address for the internal network

5.	 Adding a security policy that includes an authentication rule

6.	 Results

Fortinet Single Sign-On in Polling Mode for a 
Windows AD network
This example uses Active Directory Polling to establish Fortinet Single Sign-On 
(FSSO) for a Windows AD Domain Controller, without requiring a FortiAuthenticator 
or a Collector Agent running on the Windows AD Domain to act as an intermediary 
between the FortiGate and the domain.



Fortinet Single Sign-On in Polling Mode for a Windows AD network	 255

Adding the LDAP Server to 
the FortiGate
In the FortiGate web interface, go to 
User & Device > Authentication > LDAP 
Servers. Add your LDAP server details.

Configuring the FortiGate 
unit to poll the Active 
Directory
Next, go to User & Device > 
Authentication > Single Sign-On.

For the Type, select Poll Active Directory 
Server. Enter the IP, username and 
password, and select the LDAP server you 
added previously. Ensure Enable Polling is 
checked.

Adding an FSSO user group
Go to User & Device > User > User 
Groups, and add the desired AD member 
groups to the group.
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Adding a firewall address 
for the internal network
Go to Firewall Objects > Address > 
Addresses, and create an internal network 
address to be used by the policy.

Adding a security policy that 
includes an authentication 
rule
Go to Policy > Policy > Policy.

Create a User Identity policy and add an 
authentication rule to allow your FSSO group 
to access the internet.
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Results
Go to Log & Report > Traffic Log > 
Forward Traffic. When users log into 
the Windows AD network, the FortiGate 
will automatically poll the domain for their 
account information, and record their traffic.

Select an entry for more information.
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