Fortinet Single Sign-On in PoIIing Mode for a
Windows AD network

This example uses Active Directory Polling to establish Fortinet Single Sign-On
(FSSO) for a Windows AD Domain Controller, without requiring a FortiAuthenticator
or a Collector Agent running on the Windows AD Domain to act as an intermediary
between the FortiGate and the domain.

1. Adding the LDAP Server to the FortiGate
. Configuring the FortiGate unit to poll the Active Directory
. Adding an FSSO user group
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4. Adding a firewall address for the internal network

5. Adding a security policy that includes an authentication rule
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Adding the LDAP Server to
the FortiGate

In the FortiGate web interface, go to
User & Device > Authentication > LDAP
Servers. Add your LDAP server details.

ConFigurin the FortiGate
unit 10 Poll he Active
Direc+ory

Next, go to User & Device >

Authentication > Single Sign-On.

For the Type, select Poll Active Directory
Server. Enter the IP, username and
password, and select the LDAP server you
added previously. Ensure Enable Polling is
checked.

Adding an FSSO user group

Go to User & Device > User > User
Groups, and add the desired AD member
groups to the group.

Name

Server IP/Name

Server Port

Common Name Identifier

Distinguished Name

FAC_LDAP
192.168.1.117
389

uid

dc=fortidocs,dc=com

Bind Type O simple O Anonymous @ Regular
User DN ou=techdoc,dc=fortidocs,dc=com
Password EYTYT YT

Type @ Poll Active Directory Server O Fortinet Single-Sign-On Agent

Server IP/Name 192.168.1.117

User Example_Admin

Password [eeseasaese |

LDAP Server FAC_LDAP -
Enable Polling ™

Users/Groups

View Users/Groups Edit Users/Groups

#- @ DC=fortidocs,DC=com

MName |My_WindDws_AD_GrDup
Type ¢ Firewall & Fortinet Single Sign-On (FSS0) ¢ Guest ¢ RADIUS Single Sign-On (RSS0)

Available Members Members
- Fortinet Single Sign-On Groups - - @ - Fortinet Single Sign-On Groups - ;l
FORTIDOCS/$D31000-845FCD1EFAZD FORTIDOCS/ADMINISTRATORS
FORTIDOCS/ACCOUNT OPERATORS

FORTIDOCS/USERS
FORTIDOCS/ALLOWED RODC PASSWORD RE @
FORTIDOCS/BACKUP OPERATORS
FORTIDOCS/CERT PUBLISHERS
FORTIDOCS/CERTIFICATE SERVICE DCOM AC
FORTIDOCS/CRYPTOGRAPHIC OPERATORS
FORTIDOCS/DENIED RODC PASSWORD REPL
FORTIDOCS/DISTRIBUTED COM USERS :I ;I
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Adding a Firewall address
For the internal network

Go to Firewall Objects > Address >
Addresses, and create an internal network
address to be used by the policy.

Adding a securit Policy that
includes an authentication
rule

Go to Policy > Policy > Policy.

Create a User Identity policy and add an
authentication rule to allow your FSSO group
to access the internet.

Category @& address € [Py Address € Multicast Address
MName Local LAM

Colar £ [Change]

Type subnet -

Subnet / IP Ranae 192.168.1.0/255.255.255.0

Interface

Any -
Show in Address List 2
Comments |Write a comment... 0/255
Palicy Type @ Firewall © VPN

Palicy Subtype © Address @& User Identity © Device Identity

Incoming Interface portl -
Source Address £ Local LAN L+
Qutgoing Interface wanl -

W Enable NAT
@& Use Destination Interface Address [T Fized Port
" Use Dynamic IP Pool Click to add...
" Use Central NAT Tahle
" Enable Web cache

" Enable WAN Optimization

Configure Authentication Rules

@ create New

User/Group Destination Address Schedule |UTM Security | Traffic Shaplng

S My_Windows_aAD_Group ALL
) ANY all ALL
™ Skip this policy for unauthenticated user

always
always - Q

I~ Disclaimer

[T Customize Authentication Messages
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Results

Go to Log & Report > Traffic Log >
Forward Traffic. When users log into

the Windows AD network, the FortiGate

will automatically poll the domain for their
account information, and record their traffic.

Select an entry for more information.
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