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Protecting a web server from external attacks
This example uses the FortiOS intrusion protection system (IPS) to protect a web 
server by configuring an IPS sensor to protect against common attacks and adding 
it to the policy which allows external traffic to access the server. A denial of service 
(DoS) security policy is also added to further protect the server against that specific 
type of attack.
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Configuring an IPS sensor 
to protect against common 
attacks
Go to Security Profiles > Intrusion 
Protection > IPS Sensors. Select the plus 
icon in the upper right corner of the window 
to create a new sensor.

Create a new IPS filter.  Set the Target to 
server and set the Action to Block All.
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Adding the IPS sensor to a 
security policy
Go to Policy > Policy > Policy. Edit the 
security policy allowing traffic to the web 
server from the Internet. 

Enable IPS and set it to use the new sensor.

Adding a DoS security policy
Go to Policy > Policy > DoS Policy.

Create a new policy. The Incoming 
Interface is your Internet-facing interface.

In the Anomalies list, enable Status and 
Logging and set the Action to Block for all 
types.
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Results

WARNING: Causing a DoS attack is illegal, 
unless you own the server under attack. 
Before performing an attack, make sure 
you have the correct server IP.

Perform an DoS tcp_sync_flood attack to the 
web server IP address. IPS blocks the TCP 
sync session when it reaches the tcp_syn_
flood threshold, in this case 20.

Go to Log & Report > Security Log > 
Intrusion Protection to view the results of 
the DoS policy.

Select an entry to view more information, 
including the severity of the attack and the 
attack name.


