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Introduction

About this document

Introduction

FortiGate™ ASIC-accelerated multi-threat security systems improve network security,
reduce network misuse and abuse, and help you use communications resources more
efficiently without compromising the performance of your network. FortiGate Systems are
ICSA-certified for Antivirus, Firewall, IPSec, SSL-TLS, IPS, Intrusion detection, and
AntiSpyware services.

FortiGate Systems are dedicated, easily managed security devices that deliver a full suite
of capabilities including:

» Application-level services such as virus protection, intrusion protection, spam filtering,
web content filtering, IM, P2P, and VoIP filtering

* Network-level services such as firewall, intrusion detection, IPSec and SSL VPN, and
traffic shaping

+ Management services such as user authentication, logging, reporting with
FortiAnalyzer, administration profiles, secure web and CLI administrative access, and
SNMP.

The FortiGate security system uses Fortinet's Dynamic Threat Prevention System
(DTPS™) technology, which leverages breakthroughs in chip design, networking, security
and content analysis. The unique ASIC-accelerated architecture analyzes content and
behavior in real-time, enabling key applications to be deployed right at the network edge
where they are most effective at protecting your networks.

This section introduces you to FortiGate log messages in FortiOS 4.0 and the following
topics:

» About this document

» Registering your Fortinet product

» Customer service and technical support
* Fortinet documentation

« Conventions

About this document

This document explains all the log messages that are recorded by the FortiGate unit in
FortiOS 4.0. This document contains the following sections:

* FortiGate 4.0 log messages
+ Traffic

* Event-System

* Event-Administration

+ Event-DHCP service

+ Event-Firewall authentication
* Event-Chassis

* Event-IPSec negotation

+ Event-L2TP/PPP/PPPoE
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Registering your Fortinet product

Introduction

+ Event-SSLVPN

* Event-VIP SSL

* Event-WAN Acceleration
« Event-LDB-monitor

+ Event-his-performance
* Event-HA

* Event-pattern

» Data Leak Prevention
» Application Control

* Antivirus

« Attack

*  Spam filter

+  Webfilter

+ Content archives

Registering your Fortinet product

Before you begin, take a moment to register your Fortinet product at the Fortinet Technical
Support web site, https://support.fortinet.com.

Many Fortinet customer services, such as firmware updates, technical support, and
FortiGuard Antivirus and other FortiGuard services, require product registration.

For more information, see the Fortinet Knowledge Center article Registration Frequently
Asked Questions.

Customer service and technical support

Fortinet Technical Support provides services designed to make sure that your Fortinet
products install quickly, configure easily, and operate reliably in your network.

To learn about the technical support services that Fortinet provides, visit the Fortinet
Technical Support web site at https://support.fortinet.com.

You can dramatically improve the time that it takes to resolve your technical support ticket
by providing your configuration file, a network diagram, and other specific information. For
a list of required information, see the Fortinet Knowledge Center article What does
Fortinet Technical Support require in order to best assist the customer?

Fortinet documentation

The Fortinet Technical Documentation web site, http://docs.fortinet.com, provides the
most up-to-date versions of Fortinet publications, as well as additional technical
documentation such as technical notes.

In addition to the Fortinet Technical Documentation web site, you can find Fortinet
technical documentation on the Fortinet Tools and Documentation CD, and on the Fortinet
Knowledge Center.

12
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Introduction Conventions

Fortinet Tools and Documentation CD

Many Fortinet publications are available on the Fortinet Tools and Documentation CD
shipped with your Fortinet product. The documents on this CD are current at shipping
time. For current versions of Fortinet documentation, visit the Fortinet Technical
Documentation web site, http://docs.fortinet.com.

Fortinet Knowledge Center

The Fortinet Knowledge Center provides additional Fortinet technical documentation,
such as troubleshooting and how-to-articles, examples, FAQs, technical notes, a glossary,
and more. Visit the Fortinet Knowledge Center at http://kc.fortinet.com.

Comments on Fortinet technical documentation

Please send information about any errors or omissions in this or any Fortinet technical
document to techdoc@fortinet.com.

Conventions

Fortinet technical documentation uses the conventions described below.

IP addresses

To avoid publication of public IP addresses that belong to Fortinet or any other
organization, the IP addresses used in Fortinet technical documentation are fictional and
follow the documentation guidelines specific to Fortinet. The addresses used are from the
private IP address ranges defined in RFC 1918: Address Allocation for Private Internets,
available at http://ietf.org/rfc/rfc1918.txt?number-1918.

CLI constraints

CLI constraints, such as <address_ipv4>, indicate which data types or string patterns
are acceptable input for a given parameter or variable value. CLI constraint conventions
are described in the CLI Reference document for each product.

Notes, Tips and Cautions

Fortinet technical documentation uses the following guidance and styles for notes, tips
and cautions.

@ Tip: Highlights useful additional information, often tailored to your workplace activity.

#* Note: Also presents useful information, but usually focused on an alternative, optional
method, such as a shortcut, to perform a step.

! Caution: Warns you about commands or procedures that could have unexpected or
undesirable results including loss of data or damage to equipment.

Typographical conventions

Fortinet documentation uses the following typographical conventions:

FortiGate Log Message Reference Version 4.0 Reference
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Conventions

Introduction

Table 1: Typographical conventions in Fortinet technical documentation

Convention

Example

Button, menu, text box,
field, or check box label

From Minimum log level, select Notification.

CLI input

config system dns
set primary <address ipvé4>
end

CLI output

FGT-602803030703 # get system settings
comments : (null)
opmode : nat

Emphasis

HTTP connections are not secure and can be intercepted by
a third party.

File content

<HTML><HEAD><TITLE>Firewall
Authentication</TITLE></HEAD>

<BODY><H4>You must authenticate to use this
service.</H4>

Hyperlink

Visit the Fortinet Technical Support web site,
https://support.fortinet.com.

Keyboard entry

Type a name for the remote VPN peer or client, such as
Central Office 1.

Navigation

Go to VPN > IPSEC > Auto Key (IKE).

Publication

For details, see the FortiGate Administration Guide.
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FortiGate 4.0 log messages Log header variations

FortiGate 4.0 log messages

FortiGate logs provide historical and current analysis of network activity to help identify security issues,
reducing network misuse and abuse.

For more information about configuring logging in FortiOS 4.0, see the FortiGate Administration Guide.
The technical note, FortiGate logging in FortiOS 4.0, contains additional information about log messages
and logging in general in FortiOS 4.0. It is located on the Fortinet Tech Docs web site.

This section describes:

* Log header variations
* Content Archive logs

* Debug log messages

Log header variations

Log headers are the beginning of the log and inform you of the time the log was recorded, what FortiGate
recorded the log, and the firmware version the log was recorded including other important information. The

following header is standard format when viewing logs in Raw format in the web-based manager:

2009-03-14 05:18:20 devname=FGT50B3G06500085 device id=FGT50B3G06500085
log 1d=0854110000 type=dlp subtype=dlp pri=notice vd=root fwver=04000

Log header formats can vary from the above header format when you are viewing logs from a different
logging location, such as a Syslog or WebTrends server. For example, a Syslog device can display log
information with commas if the Comma Separated Values (CSV) format is enabled.

The following examples show what information is in log headers as well as how that information is
displayed.

Remote Syslog log header format

Logs sent to a Syslog server, or multiple Syslog servers, displays log headers as follows:

date=2009-04-31 time=06:04:45 devname=FGT-50B device id=FGT50B3G06500085
log 1d=1059116020 type=app-crtl subtype=app-crtl-all pri=notice, vd=root
fwver=040000

WebTrends log header format

Logs sent to a remote NetlQ WebTrends firewall reporting server display log headers as follows:

id=firewall time=%“2009-04-31 15:05:55” fw=FGT50B3G0606500085 pri=5
log 1d=0100030101 type=event subtype=admin

Content Archive logs

Content archive logs are historical logs that have been stored on a FortiAnalyzer unit or FortiGuard
Analysis server. These log types are:

e Email
« FTP
« Web (HTTP, HTTPS)

FortiGate Log Message Reference Version 4.0
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Debug log messages FortiGate 4.0 log messages

« IM/P2P
* VolIP

Configuring content archiving is enabled within the DLP sensor; however, two log types in particular are
not enabled for full-content archiving within a DLP sensor, spam email messages and VoIP. VoIP content
archiving is configured in the CLI and you also require an application control list that contains the SIP,
SIMPLE and SCCP protocols. Content archiving of spam email messages is configured only in the
protection profile.

There are two default DLP sensors you can use for content archiving, Content_Archive and
Content_Summary. The Content_Archive sensor provides full content archiving, which includes all content,
for example, email messages include the entire message and attachments. The Content_Summary sensor
provides only the meta data about the content, for example, email message summary records only the
email header.

For more information about configuring and enabling content archiving, see the FortiGate Administration
Guide. For detailed information about the fields in a content archive log message, see the FortiGate
Logging in FortiOS 4.0 technical note, located on the Fortinet Tech Docs web site.

Debug log messages

Debug log messages are only generated if the log severity level is set to Debug. The Debug severity level
is the lowest log severity level and is rarely used. This severity level usually contains some firmware status
information that is useful when the FortiGate unit is not functioning properly. Debug log messages are
generated by all types of FortiGate features.

If you want more detailed information about log messages, similar to the following log messages, see the
technical note, FortiGate Logging in FortiOS 4.0. The FortiGate Logging in FortiOS 4.0 technical note is
located on the Fortinet Tech Docs web site.

The following is an example of a debug log message:

2009-04-25 17:25:54 log 1d=0315093000 type=webfilter subtype=urlfilter
pri=debug msg=“found in cache”

Table 2: Explanation of an example of a Debug log message

date=(2009-04-25) The year, month and day of when the event occurred in the
format yyyy-mm-dd.

time=(17:25:54) The hour, minute and second of when the event occurred in
the format hh:mm:ss.

log_id=(0315093000) A ten-digit number. The first two digits represent the log type
and the following two digits represent the log subtype. The
last five digits represent the message ID.

type=(webfilter) The section of system where the event occurred. There are
eleven log types in FortiOS 4.0. For more information about
each log type, see the FortiGate logging in FortiOS 4.0
technical note on the Tech Docs web site.

subtype=(urlfilter) The subtype of the log message. This represents a policy
applied to the FortiGate feature in the firewall policy.

pri=(debug) The severity level of the event. There are six severity levels
to specify.

msg=(“found in cache”) |Explains the activity or event that the FortiGate unit
recorded.

16
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Traffic

Traffic

Traffic log messages record the network traffic going through the FortiGate unit.

In the policyid field of traffic log messages, the number may be zero because any policy that is
automatically added by the FortiGate unit is indexed as zero. For more information, see the Fortinet
Knowledge Center article, Firewall policy with ID number of zero.

The following log messages include the firmware version that the log message is generated in. Log
messages generated in one firmware version may not contain the exact information as in another firmware
version, because of changes to existing features or new features.

10001
13001
16001
16002
16003
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Traffic

10001

Message ID 10001

Log Type Traffic log — Allowed
Severity Notification

FortiOS version 4.0

Messages SN=<session_number> duration=<value_seconds> carrier_ep=<foscarrieronly_end-
point_identification> user=<username> group=<groupname> rule=<value_webtrend>
policyid=<value_policyid> proto=<protocol> service=<network_service>
app_type=<application or program> status=accept src=<source_ip_address>
srcname={<ip_address> | <domain_name>} dst=<destination_ip_address>
dstname={<ip_address> | <domain_name>} src_int=<source_interface_name>
dst_int=<destination_interface_name> sent=<value_bytes> rcvd=<value_bytes>
sent_pkt=<value_packets> rcvd_pkt=<value_packets> src_port=<source_port>
dst_port=<destination_port> vpn={<vpn_name> | n/a} tran_ip=<nat_ipaddress>
tran_port=<nat_port> dir_disp={org | replay} tran_disp={noop |snat | dnat}

Meaning Information on the traffic passing through the FortiGate unit.

13001

Message ID 13001

Log Type Traffic log — Violation

Severity Notification

FortiOS version 4.0

Messages SN=<session_number> duration=<value_seconds> carrier_ep=<foscarrieronly_end-
point_identification> user=<username> group=<groupname> rule=<value_webtrend>
policyid=<value_policyid> proto=<protocol> service=<network_service>
app_type=<application or program> status=accept src=<source_ip_address>
srcname={<ip_address> | <domain_name>} dst=<destination_ip_address>
dstname={<ip_address> | <domain_name>} src_int=<source_interface_name>
dst_int=<destination_interface_name> sent=<value_bytes> rcvd=<value_bytes>
sent_pkt=<value_packets> rcvd_pkt=<value_packets> src_port=<source_port>
dst_port=<destination_port> vpn={<vpn_name> | n/a} tran_ip=<nat_ipaddress>
tran_port=<nat_port> dir_disp={org | replay} tran_disp={noop |snat | dnat}

Meaning Information on the traffic passing through the FortiGate unit.

16001

Message ID 16001

Log Type Traffic log — Policy other traffic

Severity Notification

FortiOS version 4.0

Messages

SN=<session_number> duration=<value_seconds> carrier_ep=<foscarrieronly_end-
point_identification> user=<username> group=<groupname> rule=<value_webtrend>
proto=<protocol> service=<network_service> app_type=<application or program>
status={deny | accept} src=<source_ip_address> srcname={<ip_address> |
<domain_name>} dst=<destination_ip_address> dstname={<ip_address> |
<domain_name>} src_int=<source_interface_name>
dst_int=<destination_interface_name> sent=<value_bytes> rcvd=<value_bytes>
src_port=<source_port> rule=<rule_number> vpn=<vpn_name>
tran_ip=<nat_ipaddress> tran_port=<nat_port>

Meaning

Traffic log for starting a session.
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16002

Message ID 16002

Log Type Traffic log — Policy other traffic
Severity Warning

FortiOS version 4.0

Messages SN=<session_number> duration=<value_seconds> carrier_ep=<foscarrieronly_end-
point_identification> user=<username> group=<groupname> rule=<value_webtrend>
policyid=<value_policyid> proto=<protocol> service=<network_service>
app_type=<application or program> status={deny | accept} src=<source_ip_address>
srcname={<ip_address> | <domain_name>} dst=<destination_ip_address>
dstname={<ip_address> | <domain_name>} src_int=<source_interface_name>
dst_int=<destination_interface_name> sent=<value_bytes> rcvd=<value_bytes>
sent_pkt=<value_packets> rcvd_pkt=<value_packets> src_port=<source_port>
rule=<rule_number> vpn=<vpn_name> tran_ip=<nat_ipaddress> tran_port=<nat_port>
dir_disp={org | replay} tran_disp=noop

Meaning Traffic log for allowed ICMP packet.

16003

Message ID 16003

Log Type Traffic log — Policy other traffic

Severity Notification

FortiOS version 4.0

Messages

SN=<session_number> duration=<value_seconds> carrier_ep=<foscarrieronly_end-
point_identification> user=<username> group=<groupname> rule=<value_webtrend>
policyid=<value_policyid> proto=<protocol> service=<network_service>
app_type=<application or program> status={deny | accept} src=<source_ip_address>
srcname={<ip_address> | <domain_name>} dst=<destination_ip_address>
dstname={<ip_address> | <domain_name>} src_int=<source_interface_name>
dst_int=<destination_interface_name> sent=<value_bytes> rcvd=<value_bytes>
sent_pkt=<value_packets> rcvd_pkt=<value_packets> src_port=<source_port>
rule=<rule_number> vpn=<vpn_name> tran_ip=<nat_ipaddress> tran_port=<nat_port>
dir_disp={org | replay} tran_disp=noop

Meaning

Traffic for disallowed ICMP packet.
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Event-Administration

Event-Administration

Event-Administration log messages record what admin users are configuring on the FortiGate unit, and
what is occurring on the FortiGate unit. For example, memory storage is becoming full.

The following log messages include the firmware version that the log message is generated in. Log
messages generated in one firmware version may not contain the exact information as in another firmware
version, because of changes to existing features or new features.

32001 32120 32150
32002 32121 32151
32003 32122 32152
32004 32123 32156
32005 32124 32157
32006 32125 32160
32007 32126 32163
32008 32127 32164
32009 32128 32165
32010 32129 32170
32011 32130 32171
32012 32131 32172
32013 32132 32180
32014 32133 32200
32015 32134 32545
32016 32135 32546
32017 32136

32020 32137

32021 32138

32022 32139

32086 32140

32087 32141

32095 32142

32120 32143

32101 32144

32102 32145

32103 32148

32104 32149

32105
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32001

Message ID 32001

Log Type Event Log - Administration Event
Severity Information

FortiOS version 4.0

Messages user=LCD ui=LCD action=login status=success reason=none
msg=\“Login from LCD successfully\”

Meaning A user has logged into the system successfully from the LCD.

Message ID 32001

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} action=login
status=success reason=none msg=\“Administrator
<administrator_name> logged in successfully from {GUI | CLI |
console}\”

Meaning An administrator logged in successfully.

32002

Message ID 32002

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=LCD ui=LCD action=login status=failure reason=passwd_invalid
msg=\“Login from LCD failed\”

Meaning The specified user has failed to log in from the LCD because of an incorrect
password.

Action Ensure and verify that administrators and users have the correct
passwords.

Message ID 32002

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} action=Ilogin
status=failed reason=\“<string>\"" msg=\“Administrator
<administrator_name> login failed from {GUI | CLI | console}\”

Meaning An administrator failed to log in.

Message ID 32002

Log Type Event Log - Administration Event

Severity Alert

FortiOS version 4.0

Messages user=test ui=cli action=login status=failed reason=test msg=“Alarm
testing”
Meaning An alarm test was initiated.
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Message ID 32002

Log Type Event Log - Administration Event
Severity Alert

FortiOS version 4.0

Messages user=<administrator_name> action=login status=failed
reason=exceed_limit msg=\“Login disabled from IP <ip_address> for
<seconds> seconds because of too many bad attempts.”

Meaning An administrator failed to log in.

32003

Message ID 32003

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} action=logout
status=success msg=\“Administrator <administrator_name>
<log_message>”

Meaning An administrator logged out.

32004

Message ID 32004

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages action=error-mode reason=self-test msg=\“Alarm testing”
Meaning Alarm testing is occurring on the FortiGate unit.

Message ID 32004

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages action=error-mode reason=<reason> msg=\“System enters error mode
due to <string>”
Meaning A FIPS error mode log message.
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32005

Message ID 32005

Log Type Event Log - Administration Event
Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD} action=login
status=failure reason=<string> msg=\“User <administrator_name>
login failed from {GUI | CLI | console | LCD}”

Meaning An administrator has failed to log in.

Action Ensure and verify that administrators and users have the correct login

information.
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32006

* The specified administrator has successfully logged into the system.

» The specified administrator has logged in to the system successfully.

* The log disk size is now too big. A rolled log file was deleted to free up space.

« The log disk is almost full.

* The log disk size has the indicated amount used.
* The FortiGate unit has started.

* The log disk is full.

» The System is exiting out of error mode.

+ Memory logs are full; system entered error mode. Disk logs are full; system entered error mode.

Logs full; system entered error mode.

« The memory log is becomming full.

* A super admin has entered this vdom.

* A super-admin administrator has entered the specified VDOM.

Message ID 32006

Log Type Event Log - Administration Event
Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD} action=login
status=success reason=none msg=“User <administrator_name> login
accepted from {GUI | CLI | console | LCD}”

Meaning The specified administrator has successfully logged into the system.

Message ID 32006

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD} action=login
status=success reason=none msg=“User <administrator_name> login
successfully from {GUI | CLI | console | LCD}”

Meaning The specified administrator has logged in to the system successfully.

Message ID 32006

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages msg=\“Disk logs exceed <integer>% of disk size. Deleted rolled log file
name <filename.log>\"

Meaning The log disk size is now too big. A rolled log file was deleted to free up
space.

Message ID 32006

Log Type Event Log - Administration Event

Severity Warning/Emergency

FortiOS version

4.0
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Message ID 32006

Messages msg=\“Log disk is <integer>% full. system will {stop logging |
overwrite old message} once passed <integer>%\”

Meaning The log disk is almost full.

Message ID 32006

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages msg=\“Log disk is <integer>% full.\”

Meaning The log disk size has the indicated amount used.
Message ID 32006

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages msg=“Fortigate started”
Meaning The FortiGate unit has started.
Message ID 32006

Log Type Event Log - Administration Event
Severity Emergency

FortiOS version 4.0

Messages msg="“Disk has rolled the max number of times. It will not roll logs
again until deleting some of the rolled logs.”

Meaning The log disk is full.

Message ID 32006

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages System exiting out of error mode.
Meaning The System is exiting out of error mode.
Message ID 32006

Log Type Event Log - Administration Event
Severity Emergency

FortiOS version 4.0

Messages Memory logs are full system entered error mode.
Disk logs are full system entered error mode.
Logs full system entered error mode.

Meaning Memory logs are full; system entered error mode.

Disk logs are full; system entered error mode.
Logs full; system entered error mode.
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Message ID 32006

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages msg="“Memory <logfile name> log is {75% | 90% | 95%} full”
Meaning The memory log is becomming full.

Message ID 32006

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

action=vdom-switch reason=none msg="“User <administrator_name>
has entered the virtual domain <vdom_name>”

Meaning A super admin has entered this vdom.

Message ID 32006

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

action=vdom-switch reason=none msg=“User <administrator_name>
has entered the virtual domain <vdom_name>"

Meaning A super-admin administrator has entered the specified VDOM.
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32007

The GUI session of the specified administrator has been dropped because of inactivity.
The session of the specified administrator has been dropped abnormally.

The admninistrator user was disconnected.

The administrator logged in normally.

The administrator deleted a specified number of logs from the FortiGate unit.

The administrator removed filtered log messages from the specified log file.

The administrator cleared the log disk.

The administrator exited normally.

There is not enough storage space for the configuration file because of short flash space.
A super admin has left the current VDOM.

Message ID 32007

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

action=logout status=success reason=exit msg=“GUI session timeout
from {GUI | CLI | console | LCD} ”

Meaning The GUI session of the specified administrator has been dropped because
of inactivity.

Message ID 32007

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

action=logout status=success reason=terminate msg=“User
<administrator_name> terminates the session from
<interface_name>”

Meaning The session of the specified administrator has been dropped abnormally.
Message ID 32007

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

action=disconnect user msg=\“The login session of user
<administrator_name> is disconnected by <string> from {GUI | CLI |
console | LCD}"\

Meaning The admninistrator user was disconnected.
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Message ID 32007

Log Type Event Log - Administration Event

Severity Notice

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

action=logout status=success reason=exit msg=“User
<administrator_name> logs out from <interface_name>"

Meaning The administrator logged in normally.

Message ID 32007

Log Type Event Log - Administration Event

Severity Notice

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

log=<filename> msg="“User <administrator_name> has deleted
<integer> rolled <log_type> log files from {disk | memory}”

Meaning Ths{; administrator deleted a specified number of logs from the FortiGate
unit.

Message ID 32007

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

log=<log_name> msg="“User <administrator_name> has removed data
from disk/memory logs from {disk | memory}”

Meaning The administrator removed filtered log messages from the specified log file.
Message ID 32007

Log Type Event Log - Administration Event

Severity Notice

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}

log=<log_name> msg="“User <administrator_name> has cleared disk
log from <string>”

Meaning The administrator cleared the log disk.

Message ID 32007

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI| console | LCD} action=logout

status=success reason=exit msg=“User <administrator_name> logs out
from {GUI | CLI}”

Meaning The administrator exited normally.
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Message ID 32007

Log Type Event Log - Administration Event
Severity Information

FortiOS version 4.0

Messages msg="“Cannot store config due to short of flash space: require <value>
blocks, only <value> free blocks left on flash disk.”

Meaning There is not enough storage space for the configuration file because of
short flash space.

Message ID 32007

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}
action=vdom-switch reason=none msg=\“User <administrator_name>
has left the virtual domain <vdom_name>"

Meaning A super admin has left the current VDOM.

32008

Message ID 32008

Log Type Event Log - Administration Event

Severity Notice

FortiOS version 4.0

Messages user=<user_name> ui=GUI log=<log_name> msg=\“User <user_name>
has viewed the memory/disk logs from <log_name>\"

Meaning gh?( specified user has viewed the specified log files in memory or on the

isk.

Message ID 32008

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

user=<administrator_name> ui={GUI | CLI | console} log=<log_name>
msg="“User <administrator_name> has viewed the memory logs from
{GUI | CLI | console}”

Messages
user=<administrator_name> ui={GUI | CLI | console} log=<log_name>
msg="“User <administrator_name> has viewed the disk logs from {GUI
| CLI| console}”

Meaning The specified user displayed the memory logs.

The specified user displayed the disk logs.
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32009

Message ID 32009

Log Type Event Log - Administration Event
Severity Alert

FortiOS version 4.0

Messages

user=<administrator_name> ui={GUI | CLI | console | LCD} action=login
status=failure reason=<string> msg=\“User <administrator_name>
login failed from {GUI | CLI | console | LCD}”

Meaning

The specified administrator has failed to log in after three attempts from
either a network address or via a console connection. After five failed login
attempts, the Fortinet device automatically terminates the connection.

Action

Ensure and verity that administrators have the correct login information.
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32010

* Log rolling reached the maximum number.

» The amount of logs exceeds the disk size and the rolled log file was deleted.

» The log disk has reached a specific percentage point that, once passed, the system will either overwrite

the logs or stop logging.

* Logis full.

* Logis 75% full.
* Logis 90% full.

Message ID 32010

Log Type Event Log - Administration Event
Severity Emergency

FortiOS version 4.0

Messages msg=\“Disk has rolled the max number of times, it will not roll logs
again until deleting of the old rolled logs\”

Meaning Log rolling reached the maximum number.

Message ID 32010

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages msg=\“Disk logs exceeded <percentage> of disk size. Deleted rolled
log file name <log_name>\"

Meaning The amount of logs exceeds the disk size and the rolled log file was
deleted.

Message ID 32010

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages msg=\“Log disk is at <percentage> full. System will {overwrite | do no
log} once passed.\”

Meaning The log disk has reached a specific percentage point that, once passed, the
system will either overwrite the logs or stop logging.

Message ID 32010

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages

msg=\“Log disk is <percentage> full.\”

Meaning

Log is full.

FortiGate Log Message Reference Version 4.0
01-400-82627-20090528
http://docs.fortinet.com/ « Feedback



http://docs.fortinet.com/
http://docs.fortinet.com/surveyredirect.html

Event-Administration

Message ID 32010

Log Type Event Log - Administration Event
Severity Information

FortiOS version 4.0

Messages msg=\“Memory <percentage> log is 75% full\”
Meaning Log is 75% full.

Message ID 32010

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages

msg=\“Memory <percentage> log is 90% full.\”

Meaning

Log is 90% full.
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32011

* The FortiGate system started up.

* The FortiGate system entered error mode when memory logs are full.

* The FortiGate system entered error mode when disk logs are full.

+ The FortiGate system entered error mode when the logs are full.

* The log disk is full.

* The FortiGate unit entered CC error mode because its memory is full.

* The FortiGate unit entered CC error mode because its disk is full.

* The FortiGate unit entered CC error mode. No reason is known.

Message ID 32011

Log Type Event Log - Administration Event
Severity Information

FortiOS version 4.0

Messages msg=\“FortiGate started\”
Meaning The FortiGate system started up.
Message ID 32011

Log Type Event Log - Administration Event
Severity Emergency

FortiOS version 4.0

Messages Memory logs are full system entered error mode.

Meaning The FortiGate system entered error mode when memory logs are full.
Message ID 32011

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages Disk logs are full system entered error mode.

Meaning The FortiGate system entered error mode when disk logs are full.
Message ID 32011

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages Logs full system entered error mode.

Meaning The FortiGate system entered error mode when the logs are full.
Message ID 32011

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages msg="“Log disk is at <percentage> full. System will <string> content
archive data.”
Meaning The log disk is full.
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Message ID 32011

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages action=error-mode reason=memory-log-full msg=\“CC error: Memory
logs are full. System entered error mode.”

Meaning The FortiGate unit entered CC error mode because its memory is full.

Message ID 32011

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages action=error-mode reason=disk-log-full msg=\“CC error: Disk logs are
full. System entered error mode.”

Meaning The FortiGate unit entered CC error mode because its disk is full.

Message ID 32011

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages action=error-mode reason=unknown msg=\“CC error: Unknown.
System entered error mode.”

Meaning The FortiGate unit entered CC error mode. No reason is known.

32012

Message ID 32012

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages System exiting out of error mode.

Meaning The FortiGate system is exiting out of error mode.
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32013

» A user has cleared the disk log from either the web-based manager or CLI.

» A user has deleted rolled log files.

* A user cleared all current logs.

* A user has cleared FortiGuard logs from the specified location.

» A user has cleared FortiGuard Analysis Service logs from the specified location.

» A user has removed filtered data from memory logs.

* A user cleared logs associated with the FortiGuard Analysis Service.

* A user has removed filtered data from disk logs.

Message ID 32013

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0

Messages user=<user_name> ui={GUI | CLI} log=<log_id> msg=\“User
<user_name> has cleared disk log from {GUI | CLI}\”

Meaning A user has cleared the disk log from either the web-based manager or CLI.

Message ID 32013

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<user_name> ui={GUI | CLI} log=<log_id> msg=\“User
<user_name> has deleted rolled <integer> log files from {GUI | CLI}\”

Meaning A user has deleted rolled log files.

Message ID 32013

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<user_name> ui={GUI | CLI} log=<log_id> msg=\“User
<user_name> has cleared all current logs <percentage_memory> from
{GUI'| CLI}\”

Meaning A user cleared all current logs.

Message ID 32013

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<user_name> ui={GUI | CLI} period=<value> msg=\“User
<user_name> has cleared logs (FortiGuard Log) from {GUI | CLI}\”

Meaning A user has cleared FortiGuard logs from the specified location.

Message ID 32013

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0
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Message ID 32013

Messages user=<administrator_name> ui={GUI | CLI} period=<value> msg=\“User
<administrator_name> has cleared logs (FortiGuard Analysis Service)
from {GUI | CLI}\”

Meaning A user has cleared FortiGuard Analysis Service logs from the specified
location.

Message ID 32013

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<user_name> ui={GUI | CLI} log=<log_id> msg=\“User
<user_name> has removed filtered data from memory logs from {GUI |
CLI}”

Meaning A user has removed filtered data from memory logs.

Message ID 32013

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<user_name> ui={GUI | CLI} period=<value> msg=\“User
<user_name> has cleared logs (FortiGuard Analysis Service) from
{GUI| CLI}\”

Meaning A user cleared logs associated with the FortiGuard Analysis Service.

Message ID 32013

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<user_name> ui={GUI | CLI} log=<log_id> msg=\“User
<user_name> has removed filtered data from disk logs from {GUI |
CL}\”

Meaning A user has removed filtered data from disk logs.
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32014

» The FDS support license is expiring.

* The FDS AV license is expiring.

+ The FDS IPS license is expiring.

« The FortiGuard customer support license expires in the specified number of days.

* The FortiGuard Antivirus update license will expire in the specified number of days.

» The FortiGuard IPS update license will expire in the specified number of days.

« The FortiGuard web filtering license will expire in the specified number of days.

» The FortiGuard anti-spam license will expire in the specified number of days.

* The FortiGuard analysis service license will expire in the specified number of days.

» The FortiGuard management service license will expire in the specified number of days.

Message ID 32014

Log Type Event Log - Administration Event
Severity Warning

FortiOS version 4.0

Messages msg=\“FDS support license will expire in <integer> day(s)\”
Meaning The FDS support license is expiring.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg=\“FDS AV license will expire in <integer> day(s)\”
Meaning The FDS AV license is expiring.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg=\“FDS IPS license will expire in <integer> day(s)\”
Meaning The FDS IPS license is expiring.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg=“FortiGuard customer support license will expire in <value>
day(s)”
Meaning The FortiGuard customer support license expires in the specified number of

days.
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Message ID 32014

Log Type Event Log - Administration Event
Severity Warning

FortiOS version 4.0

Messages msg="“FortiGuard AV update license will expire in <value> day(s)”

Meaning The FortiGuard Antivirus update license will expire in the specified number
of days.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg="“FortiGuard IPS upate license will expire in <value> day(s)”

Meaning ghe FortiGuard IPS update license will expire in the specified number of
ays.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg="“FortiGuard web filtering license will epxire in <value> day(s)”

Meaning ghe FortiGuard web filtering license will expire in the specified number of
ays.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg="“FortiGuard anti-spam license will expire in <value> day(s)”

Meaning ghe FortiGuard anti-spam license will expire in the specified number of
ays.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg=“FortiGuard analysis service license will expire in <value>
day(s)”

Meaning The FortiGuard analysis service license will expire in the specified number
of days.

Message ID 32014

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0
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Message ID 32014

Messages msg="“FortiGuard management service license will expire in <value>
day(s)”

Meaning The FortiGuard management service license will expire in the specified
number of days.

32015

Message ID 32015

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages msg=\“Log disk is <percentage> full\”
Meaning Log disk is full.

32016

Message ID 32016

Log Type Event Log - Administration Event
Severity Emergency

FortiOS version 4.0

Messages msg="“FortiGuard disk quota is <value> use. System will {overwrite |
no log} once passed all quota is used.”

Meaning The FortiGuard disk quota is full and the system will either overwrite or stop
logging when the quota is used.

Message ID 32016

Log Type Event Log - Administration Event

Severity Emergency

FortiOS version 4.0

Messages msg="“FortiGuard Analysis Service disk quota is <value> used.
System will {overwrite | no log} once passed all quota is used.”

Meaning The FortiGuard Analysis Service disk quota is full and the system will either
overwrite or stop logging when the quota is used.

Message ID 32016

Log Type Event Log - Administration Event

Severity Information

FortiOS version 4.0

Messages

msg="“FortiGuard Analysis Service disk quota is <value> used.”

Meaning

The FortiGuard Analysis Service disk quota is full.
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32017

Message ID 32017

Log Type Event Log - Administration Event

Severity Alert

FortiOS version 4.0

Messages msg="“FortiGuard daily quota is reached. System stops logging until
<value> sec later.”

Meaning The FortiGuard daily quota is reached.

Message ID 32017

Log Type Event Log - Administration Event

Severity Alert

FortiOS version 4.0

Messages msg="“FortiGuard Analysis Service daily quota is reached. System
stops logging until <seconds> sec later.”

Meaning The FortiGuard Analysis Service daily quota is full.

32020

Message ID 32020

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages ui=https msg=\“Corrupted MAC packet detected.\”

Meaning A corrupted MAC packet was detected.

Message ID 32020

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages ui=sshv2 msg=\“Corrupted MAC packet detected.\”

Meaning A corrupted MAC packet was detected.

32021

Message ID 32021

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages ui={GUI <ip_address>| CLI | console} msg="User <user_name>
disabled virtual domain root from {GUI <ip_address>| CLI | console}”

Meaning The user disabled the virtual domain root from the web-based manager, CLI
or console.
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32022

Message ID 32022

Log Type Event Log - Administration Event
Severity Warning

FortiOS version 4.0

Messages ui={GUI <ip_address>| CLI| console} msg="User admin enabled virtual
domain root from {GUI <ip_address>| CLI | console}”

Meaning The user enabled a virtual domain root from the web-based manager, CLI,
or console.

32086

Message ID 32086

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
action=mode_change status=fail msg=\“System failed in changing to
{nat | transparent} mode by <string> via <string>\"

Meaning The change to the operating mode of the FortiGate unit failed or was
successful.

Message ID 32086

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages user=LCD ui=LCD action=<action_type> status=success msg=\“System
has been changed to transparent mode LCD via LCD\”

Meaning The system mode has been changed to transparent mode in the LCD from
the LCD interface.

32087

Message ID 32087

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages user=LCD ui=LCD action=<action_type> status=success msg=\“System
has been changed to NAT mode LCD via LCD\”
Meaning System has been changed to NAT mode by user LCD via the LCD.
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32095

Message ID 32095

Log Type Event Log - Administration Event
Severity Warning

FortiOS version 4.0

Messages

user=<administrator_name> ui={GUI | CLI | console | LCD}
action={reboot | shutdown | reload | backup | factory_reset | restore |
upgrade | switch_mode | download | upload | clear_mlog | del_log |
update | downgrade | del_session | bootup} status={success | failure}
msg="“<action_type> by user <administrator_name> via GUI
<ip_address>”

Meaning

The specified administrator has performed one of the following actions on
the firewall via the GUI:

* reboot

 shutdown

* reload

* backup

« factory reset

* restore (all types of configuration files)
« firmware upgrade

+ switch mode

» download (all types of configuration files)
* upload

* clear log in memory buffer

* delete log

 upgdate virus or IPS signatures

» downgrade firmware

+ delete session

* bootup

32101

Message ID

32101

Log Type

Event Log - Administration Event

Severity

Notification

FortiOS version

4.0

Messages user=<administrator_name> ui={GUI | CLI | console} profile=<string>
msg=\“User <admnistrator_name> added new access profile <string>
from {GUI | CLI | console}”

Meaning A user added a new access profile.
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32102

Message ID 32102

Log Type Event Log - Administration Event
Severity Variable

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} module=<string>
submodule=<string> msg=\“User <administrator_name> made a
change via <string>: <string>”

Meaning A user has changed the configuration for a specific sub-module via the
web-based manager.

Message ID 32102

Log Type Event Log - Administration Event

Severity Variable

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} module=<string>
submodule=<string> msg=\“<administrator_name> made a change
from <string>: <string>”

Meaning A user has changed the configuration.

Message ID 32102

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} profile=<string>
filed=<string> old=<string> new=<string> msg=\“User
<administrator_name> changed the setting of access profile <string>
from <string>\"

Meaning An access profile setting was changed.

32103

Message ID 32103

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} profile=<string>
msg=\“User <admnistrator_name> deleted an access profile
<profile_name> from <string>\"

Meaning A user deleted deleted an access profile.
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32104

Message ID 32104

Log Type Event Log - Administration Event
Severity Critical

FortiOS version 4.0

Messages admin=<administrator_name> msg=\“FortiGate <string> failed\”
Meaning An administrator has failed to update the FortiGate unit.

32105

Message ID 32105

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages admin=<administrator_name> msg=\“Fortigate <string> virdb(<value>)
idsdb(<value>) aven(<value>) idsen(<value>) from <string>"\

Meaning An administrator has update the databases and engines sucessfully.

Message ID 32105

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages status=update virdb=yes msg=\“Fortigate updated virdb (<value>)”\
Meaning An administrator has updated AV database successfully.

Message ID 32105

Log Type Event Log - Administration Event

Severity Warning

FortiOS version 4.0

Messages

status=update idsdb=yes msg=\“Fortigate updated idsdb (<value>)"\

Meaning

An administrator has updated the IDS database successfully.
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32120

An administrator added a new interface.

An administrator changed an interface setting.
An administrator added a new admin user.

An administrator added an IP address.

An administrator added an ipsec phase2-interface entry.
An administrator added an ipsec manualkey.
An administrator loaded a CRL certificate.

An administrator loaded a CA certificate

An administrator loaded a Local Certificate.

An administrator loaded a REMOTE certificate.
An administrator added ipsec phase1 entry.

An administrator added an ipsec phase1 entry.
An administrator added an ipsec concentrator.
An administrator added an ipsec phase2 entry.
An administrator added a windows AD entry.
An administrator added a user group.

An administrator changed the status of a grayware entry.
An administrator added a file pattern.

An administrator added an IP pool entry.

An administrator added a virtual IP entry.

An administrator added a VIP group.

An administrator added an address group.

An administrator added a service group.

An administrator added a firewall service.

An administrator added a one-time schedule.
An administrator added a recurring schedule.
An administrator added a virtual ip entry.

An administrator added an IP address.

An administrator added an IPv6 address group.
An administrator added a zone.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}
intf=<interface_name> msg=\“User <administrator_name> added a
new interface from {GUI | CLI | console | LCD}.\”

Meaning An administrator added a new interface.
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Message ID 32120

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}
intf=<interface_name> field=mode old=<string> new=<string>
msg=\“User <administrator_name> changed the mode setting of
interface <interface_name> from {GUI | CLI | console | LCD}.\”

Meaning An administrator changed an interface setting.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<user_name> msg="“User <administrator_name> added an
admin user <user_name> from {GUI | CLI | console}.”

Meaning An administrator added a new admin user.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<user_name> msg="“User <administrator_name> added an
address <ip_address> from {GUI | CLI | console}”

Meaning An administrator added an IP address.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<phase2_name> phase1name=<phase2_name> msg="“User
<administrator_name> added an ipsec phase2-interface entry
<phase2_name> from {GUI | CLI | console}.”

Meaning An administrator added an ipsec phase2-interface entry.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages

user=<administrator_name> ui={GUI | CLI | console}
name=<key_name> remote-gw=<gateway_ip> interface={dmz | wan1 |
wan2 | internal | external | ...} msg="“User <administrator_name> added
an ipsec manualkey <key_name> from {dmz | wan1 | wan2 | internal |
external ...}admin user <user_name> from {GUI | CLI | console}.”

Meaning

An administrator added an ipsec manualkey.
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Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} msg=“User
<administrator_name> loaded a CRL certifciate <certificate_name>
from {GUI | CLI | console}.”

Meaning An administrator loaded a CRL certificate.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} msg=“User
<administrator_name> loaded a CA certificate <certificate_name>
from {GUI | CLI| console}.”

Meaning An administrator loaded a CA certificate

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<user_name> msg="“User <administrator_name> added an
admin user <user_name> from {GUI | CLI | console}.”

Meaning An administrator added a new admin user.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} msg=“User
<administrator_name> loaded local certificate <certificate_name>
from {GUI | CLI | console}.”

Meaning An administrator loaded a Local Certificate.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} msg=“User
<administrator_name> loaded a REMOTE certificate
<certificate_name> from {GUI | CLI | console}.”

Meaning An administrator loaded a REMOTE certificate.
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Message ID 32120

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<phase1_name> remote-gw=<gateway_ip> interface={dmz |
wan1 | wan2 | internal | external ...} msg="“User <administrator_name>
added an ipsec phase1-interface entry {dmz | wan1 | wan2 | internal |
external ...} from {GUI | CLI | console}.”

Meaning An administrator added ipsec phase1 entry.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<phase1_name> remote-gw=<gateway_ip> msg="User
<administrator_name> added an ipsec phase1 <phase1_name> from
{GUI | CLI | console}.”

Meaning An administrator added an ipsec phase1 entry.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<concentrator_name> msg="“User <administrator_name> added
an ipsec concentrator <concentrator_name> from {GUI | CLI |
console}.”

Meaning An administrator added an ipsec concentrator.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<phase2_name> phase1name=<phase2_name> msg="“User
<administrator_name> added an ipsec phase2 <phase2_name> from
{GUI| CLI| console}.”

Meaning An administrator added an ipsec phase2 entry.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}
name=<ADuser_name> server=<AD_server_ip> msg=“User
<administrator_name> added a windows AD entry <ADuser_name>
from {GUI | CLI| console}.”

Meaning An administrator added a windows AD entry.
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Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<group_name> msg="“User <administrator_name> added a user
group <group_name> from {GUI | CLI | console}.”

Meaning An administrator added a user group.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<grayware_name> old_status={enable | disabled}
new_status={enabled | disabled} msg=“User <administrator_name>
changed the status of a grayware entry <grayware_name> from {GUI |
CLI | console}”

Meaning An administrator changed the status of a grayware entry.
Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<pattern_name> msg="“User <administrator_name> added a file
pattern <pattern_name> from {GUI | CLI | console}.”

Meaning An administrator added a file pattern.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<ippool_name> msg="“User <administrator_name> added an IP
pool entry <ippool_name> from {GUI | CLI | console}”

Meaning An administrator added an IP pool entry.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<vip_name> msg="“User <administrator_name> added a virtual
ip entry <vip_name> from {GUI | CLI | console}.”

Meaning An administrator added a virtual IP entry.
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Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<vip_group_name> msg=“User <administrator_name> added a
vip group <vip_group_name> from {GUI | CLI | console}”

Meaning An administrator added a VIP group.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<group_name> msg=“User <administrator_name> added an
address group <group_name> from {GUI | CLI | console}”

Meaning An administrator added an address group.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<group_name> msg="“User <administrator_name> added a
service group <group_name> from {GUI | CLI | console}”

Meaning An administrator added a service group.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<service_name> msg="“User <administrator_name> added a
firewall service <service_name> from {GUI | CLI | console}”

Meaning An administrator added a firewall service.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<schedule_name> msg=“User <administrator_name> added a
one-time schedule <schedule_name> from {GUI | CLI | console}”

Meaning An administrator added a one-time schedule.
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Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<schedule_name> msg="“User <administrator_name> added a
recurring schedule <schedule_name> from {GUI | CLI | console}.”

Meaning An administrator added a recurring schedule.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<vip_name> msg="“User <administrator_name> added a virtual
ip entry <vip_name> from {GUI | CLI | console}.”

Meaning An administrator added a virtual ip entry.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console} name=<ip_name>

msg=“User <administrator_name> added an address <ip_name> from
{GUI| CLI| console}.”

Meaning An administrator added an IP address.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console}

name=<ipv6_name> msg="User <administrator_name> added an
address group <ipv6_name> from {GUI | CLI | console}.”

Meaning An administrator added an IPv6 address group.

Message ID 32120

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI(ip_address) | CLI | console}

action=add-zone zone=<zone_name> msg="“User
<administrator_name> added new zone <zone_name> from
{GU(ip_address)l | CLI | console}.”

Meaning An administrator added a zone.
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32121

Message ID 32121

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0

user=<administrator_name> ui={GUI | CLI | console | LCD}
intf={internal | external | dmz | <other>...} field=ip
old=<ip_address>:<ip_mask> new=<ip_address>:<ip_mask>
msg="“User <administrator_name> changed the setting of an interface

Messages from {GUI | CLI | console | LCD}”
user=<administrator_name> ui={GUI | CLI | console | LCD}
intf={internal | external | dmz | <other>...} field=access old={HTTPS |
PING | HTTP | SSH | SNMP | TELNET} new={HTTPS | PING | HTTP | SSH
| SNMP | TELNET} msg="“User <administrator_name> changed the
setting of an interface from {GUI | CLI | console | LCD}”

Meaning The administrator changed the specified interface settings from “old” to
“new”.

Message ID 32121

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}
intf={internal | external | dmz | <other>...} field=status old={up | down}
new={up | down} msg=“User <administrator_name> changed the
status of interface {internal | external | dmz | <other>...} from {GUI | CLI
| console | LCD}”

Meaning The administrator changed the interface status setting.

Message ID 32121

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD} field=mtu
old={up | down} new={up | down} msg=“User <administrator_name>
changed the mtu setting of interface <interface_name> from {GUI | CLI
| console | LCD}”

Meaning The administrator changed an interface setting.

Message ID 32121

Log Type Event Log - Administration Event

Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD} field=status
old=<ip_address> new=<ip_address> msg=“User
<administrator_name> changed the ip setting of the interface
<interface_name> from {GUI'| CLI | console | LCD}”

Meaning The administrator changed an interface setting.
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32122

The administrator deleted the specified interface.
An administrator deleted an admin user.

An administrator deleted an ipsec phaseZ2-interface entry.

The administrator deleted an ipsec manualkey.
An administrator deleted a CA certificate.

An administrator has removed all CA certificates.
An administrator deleted a local certificate.

An administrator deleted all local certificates.

An administrator deleted a CRL certificate.

An administrator deleted all CRLs.

An administrator deleted an ipsec phase1-interface entry.

An administrator deleted an ipsec phase1 entry.
An administrator deleted an ipsec concentrator entry.
An administrator deleted an ipsec phase2 entry.
An administrator deleted a windows AD entry.
An administrator deleted a user group.

An administrator deleted a file pattern.

An administrator deleted an IP pool entry.

An administrator deleted an address group.

An administrator deleted a service group.

An administrator deleted a firewall service.

An administrator deleted a one-time schedule.
An administrator deleted a recurring schedule
An administrator deleted a virtual ip entry.

An address is deleted.

An administrator deleted an IPv6 address group.
An administrator deleted an address.

Message ID 32122

Log Type Event Log - Administration Event
Severity Notification

FortiOS version 4.0

Messages user=<administrator_name> ui={GUI | CLI | console | LCD}
intf=<interface_name> msg="“User <administrator_name> deleted an
interface from {GUI | CLI | console | LCD}”

Meaning The administrator deleted the specified interface.
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